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EREE X
MIANIERAFER, WEEMURIFIHTTPAIEFMERMNTER, HIMNE BB AERMIERK Content-Type", HEREMERE.
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Authorization: hmac accesskey="{accesskey}", algorithm="{algorithm}", headers="{headers}", signature="{s
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accesskey string FAFrJaccess key id

algorithm string hmac-sha256

headers string 2 5% 2t Erheader, HaTx-date Hrequest-line
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StringToSign =

"x-data: {X-Data}" + \n +
{RequestLine}

ACES P SRR T .

e X-Date: i5RASE)E,
» &S5 Zhttps://datatracker.ietf.org/doc/html/rfc2616#section-3.3
* RequestLine: https://datatracker.ietf.org/doc/html/rfc2616#section-5.1

18SK (Secret Access Key) BIZBIFEFRBENMERBRENBA, HTHESR, B_HEIEE R YbasebaRkT R . AABMT:

signature = Base64Encode(HMAC(Secret Access Key, StringToSign))

Secret Access Key EZEH
string to sign BIEZRFETRS
5+

AccessKey ID: 9eb0a32f-09c6-48da-8feb-34806dd60bdc
AccessKey Secret: secret
X-Date: Thu, 22 Jun 2017 17:15:21 GMT

request-line: GET frequests HTTP/1.1

StringToSign = "x-data: {X-Data}" + \n +{RequestLine}
= "x-date: Thu, 22 Jun 2017 17:15:21 GMT\nGET /requests HTTP/1.1"

signature base64 (hmac_sha256( "secret", StringToSign))
= "IXlgb2baHcvPrV7a/C+hKS+E50HIQXXyz4k4dmaWws50="

ARG

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/base64"
"fmt"
"net/http"
"strings"
"time"

func hmac sha256(secret string, message string) string ({




h := hmac.New(sha256.New, key)
h.Write([ ]byte(message))
return base64.StdEncoding.EncodeToString(h.Sum(nil))

func main() {

// information

StrAKID := "demo access key id" //EB#EAN{REAccess key
strAKSecret := "demo access key secret" //EBRA{RAAccess Secret
strDateNow := time.Now().UTC().Format (http.TimeFormat)
strAlgorithm := "hmac-sha256"

strHeaders := "x-date request-line"

// compute request signature
strXDate := fmt.Sprintf("x-date: %s", strDateNow)
strRequestLine := "GET /iam/idp/v1/users:getProfile HTTP/1.1"

strSignContent := strings.Join([]string{strXDate, strRequestLine}, "\n")
strSignature := hmac_sha256 (strAKSecret, strSignContent)

// generate Header Authorization

" " " n n

%s", headers="%s", signature=

"

strAuthorization := fmt.Sprintf( hmac accesskey="%s", algorithm= %s

fmt.Println(strAuthorization)

// send request

strURL := "https://iam.sensecoreapi.dev/iam/idp/vl/users:getProfile"
req, _ := http.NewRequest(http.MethodGet, strURL, nil)
req.Header.Set ("X-Date", strDateNow)

req.Header.Set ("Authorization", strAuthorization)

client := http.Client{}

_, err := client.Do(req)

fmt.Println(err)
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